
 
  

Annex 
 
Comments of Finland for revision of the ISO/IEC 27001/27002 standards 
 
General  
 
ISO/IEC 27001 and ISO/IEC 27002 are the most significant basic standards for the information security management being used all over the world in all kinds 
of organizations. These standards evolved over almost 20 years from national standards (in particular BS7799 ) and defakto standards (in particular the British 
DTI/BSI PD0003). Still this revision is strongly based on the old principles, standard structures and contents. Evolutionary development is a development 
through small steps with no significant innovation contributions. This has led to a serious crisis because the standards will not be able to track the 
organizations and their operating environments in real-world development. These are crucial aspects that should be considered during this revision of the 
standards, e.g. by carrying out a market study in organizations using the standards and a future study about the development of the information security 
management discipline, defining concepts and principles of the business-integrated information security management in the modern busines environments, and 
establishing appropriate breakthrough changes in the standards. This, in fact, means applying PDCA principle also in the standards development. 
     ISO/IEC 27001 and ISO/IEC 27002 should be considered as a consistent pair of complementary standards. In this context also standards 27000 and 
27003 should be considered simultaneously in order to avoid confusions among users. Now the relationship of 27001 and 27002 is not clear at all. 27001 
should restrict to the requirements aspects only, i.e. WHAT shall be done for organizations’ information security management (= effectiveness) but not 
consider HOW this is to be done (=efficiency). The HOW issue should be solved by each organization by using their own business-integrated practices and 
reflecting their genuine and case-by-case needs and strategies. The guidance standard 27002 should never be aimed at some kind of guidance for 
inplementing clauses of the requirement standard 27001.  
     ISO/IEC 27002 should not only give guidance for individual good practices but should also address general concepts and principles and business 
infrastructures how the practices may be established within real organizational business management environments. 
     In the following chapters there are more details for the aspects: 

• ISO/IEC 27001 and ISO/IEC 27002 relationships 
• Guiding information security management principles 
• Concepts, terms and definitions 
• PDCA 
• The process approach 

     In addition to these large-scale issues there are a lot of smaller details – as presented in the comment template - that should be considered in the standards 
revision. 
 
ISO/IEC 27001 and ISO/IEC 27002 relationships 
 
Standards do not make clear linkages between information security management (ISM) for organizations’ internal business management needs and 
information security assurance (ISA) that aims to create and strenghten confidence among organizations’ external stakeholders based on their requirements. 
Standards should be applied creatively in the both domains of ISM and ISA. For this standards ISO/IEC 27001 and ISO/IEC 27002 have the most essential 



 
  

role. Now their relative positions are not clearly described. One possibility is to apply the same approach as in ISO 9000 standards series with the standards 
ISO 9001 and ISO 9004 as described in the figure 1. 

 
Figure 1. Justified positioning of the standards ISO/IEC 27001 and ISO/IEC 27002. ISM is defined by ISO/IEC 27002 and ISA by ISO/IEC 27001. ISO/IEC 
27001 is a part of ISO/IEC 27002. ISA should be adjusted according to the specific business case and its stakeholders’ requirements. The both are based 
consitently on guiding ISM principles.  

Guiding ISM principles 
 
Guiding ISM principles or as sometimes expressed core ISM values and concepts are the foundation for a decisive ISM realization and standardization. They 
are beliefs and behaviors of business-integrated ISM found in high-performing organizations for integrating key information security (IS) performance and 
operational requirements within a results-oriented business. There are not any clear guiding ISM principles defined for the ISO/IEC 27000 standardization as 
e.g. there are quality management principles (QMP) in the case of ISO 9000 standards.  

   OECD has defined nine complementary principles for information security management and culture. ISO/IEC 27001 refers to these principles as follows: 
“The adoption of the PDCA (Plan-Do-Check-Act) model will also reflect the principles as set out in the OECD guidelines governing the security of 
information systems and networks.” However, this is not valid for the whole ISO/IEC 27000 standards family, and otherwise OECD principles do not cover 
the whole scope of ISO/IEC 27000 standards. In addition, the whole referred sentence is absurd because factually correlation between PDCA model and 
OECD principles is at least unclear. 

  Without a consistent foundation of guiding principles the different standards of the ISO/IEC 27000 family have very obviously developed on the basis of 
individual, spontaneous and inconsistent initiatives.   
 
Concepts, terms and definitions 
 
Basic concepts, terms and definitions are not considered consistently or logically in the ISM standards. In fact, the most central concept IS has not been 
defined properly. It is only an open list of issues: “Preservation of confidentiality, integrity and availability of information, and … other properties can also be 
involved”. Additionally the definition is reactive, not covering proactive aspects that are most significant for the business needs. The definition should be 
consistent with the concepts of information, knowledge and security, too.  



 
  

   Basic dimensions characterizing IS in its standard “definition”, integrity, availability and confidentiality, are very difficult concepts to understand by 
business people. Even among IS experts there are different opinions about these concepts. The issue becomes more conflicting when the terms are translated 
into different languages. 

   There is no systematic concept analysis in the ISM standards. Concepts are not independent of one another, and an analysis of the relationships between 
concepts within the field of IS and ISM and the arrangement of them into concept systems is a prerequisite of a coherent vocabulary. Such an analysis should 
be an essential part of the standardization. According to the normal practice in the terminology work, e.g. as used in the standard ISO 9000, the relationships 
between concepts are based on the hierarchical formation of the characteristics of a species so that the most economical description of a concept is formed by 
naming its species and describing the characteristics that distinguish it from its parent or sibling concepts. 

   Sometimes a so called CIAPIAA model is used in order to describe the entirety of the IS concept domain considered e.g. in the ISO/IEC standards. This 
covers confidentiality, integrity, availability, privacy, identity, authority and autenticity. However, again this is only a list of concepts and does not make clear 
the relationships of the concepts. There is no logical justification for this model. 

   Privacy is a very central and significant concept in the IS and ISM standards. Its role is, however, vague in the standards. Nevertheless, privacy may be 
seen as a core issue of all other IS concepts. IS is always related to some object and facts which characterize and determine that object. There is no mind to 
consider IS without any object. Information identifying an object is the basis for the IS. Privacy means that this information genuinely represents the object, is 
free from being disturbed by others, and may be used appropriately. Privacy may be considered as the core concept in all IS considerations and as the 
“archetype” (Carl Jung) of the whole IS discipline.  

   IS and its dimensions are not any NOT/YES quantities but characteristics describing continuous IS phenomena that additionally have a stochastic nature. 
These aspects are not clarified in the IS standards definitions. 

   Interestingly, the very key concept ISM has not been defined at all in the ISM standards. Of course, one may try to understand the concept by following 
the definitions of other similar concepts, e.g. quality management and risk management. From that basis ISM may be defined as “coordinated activities to 
direct and control an organization with regard to IS”. It should be noted that this definition really emphasizes an integrated approach for the ISM. ISM does 
not mean management of IS but management of an organization (i.e. business management).  

   Information security management system (ISMS) as it is considered in the standard texts is as if it were a separate system for managing IS. That is against 
above mentioned definition of ISM, and, in fact, it seems to be very artificial and impossible in paractice from the business-integration point of view. Factually 
it means disintegration. 

   Also the definition of information security assurance (ISA) and its relationship with ISM are unclear in the standards.  
   ISO/IEC JTC1/SC27 has also started to consider the concept of governance. This is causing a very big confusion among standards users because the 

relationships among the the following key managerial concepts have not been made clear: (organizational) business management, corporate governance, IT 
governance (ITG), ISM, IS governance (ISG), and ISA. Also many other documents for IS guidance use these consepts. However, business leaders should be 
able to deal with these concepts consistently and effectively in practice. 
 
PDCA 
 
A well-known general model for all areas of management including information security is so called PDCA model or Deming / Shewhart cycle. This model 
became popular from USA especially through W. Edwards Deming's lectures of managerial quality during several decades (from 1950's to 1990's). However, 
originally the model was created by Walter Shewhart. Shoji Shiba has made remarkable work by combining the original PDCA model with the ideas of 
managing knowledge and of Buddhist philosophy. Also Joseph Juran's so called Trilogy Model contains the same elements as the PDCA model. The PDCA 



 
  

model has also linkages with traditional systems theory and systems dynamics. PDCA model has a great variety of different applications, possibilities, and 
uses in the different areas of business management. PDCA model is a basis of the standard ISO/IEC 27001. 

PDCA model (figure 2) describes how a consistent management consists of four consecutive activities: 
• P: Planning business activities what should be done and what results should be achieved 
• D: Doing business obligations according to the plans 
• C: Checking what was done and what results achieved 
• A: Acting rationally for taking into account the observations and results of the checking 

  

 
Figure 2. PDCA model for management  

In organizational environments the PDCA model is applied in three different management scopes (“Triple” PDCA model): 
• Control: Managing daily operations in business processes in order to achieve the specified results. Normally rectifying nonconformities is carried out 

in connection with control. 
• Prevention and operational improvements: Solving acute problems, preventing nonconformities, and finding / implementing operational step by step 

improvements in business processes 
• Breakthrough improvements: Innovating and implementing strategically significant changes in the way doing business 

   Top business leaders are responsible of the breakthrough improvements. Control, prevention, and small step improvement should be carried out by the 
responsibility of operational managers, experts and operators.  

   For ensuring IS, an organization should carry out a lot of different IS specific measures in planning, doing, and checking business activities / results, and 
reacting to the situation. The organization should carry out correcting, preventing, and continual improving actions, and more comprehensive reengineering of 
business processes as necessary. From the ISO/IEC 27000 standards one may find a lot of information on detailed methodology for the managerial tasks of IS. 
PDCA model gives possibitities to link those those tasks to the business management at strategic and operational business levels. 

  Although the standard ISO/IEC 27001 explicitly refers to the PDCA model, however, the model is applied in the standard rather unsystematically, 
inexplicitly, and poorly for the purposes of ISM. 

 



 
  

The process approach 

All business results - including IS - are achieved through managing business processes and projects. Basic (or core or key - different terms are used in different 
organizations) business processes imply continuously running interlinked business activities, and projects are singular processes for unique business tasks. 
Both strategic and operational management levels are involved in the process approach, the strategic one focusing on managing the network of inter-linked 
business processes (i.e. the whole business system) and the operational one on managing single processes and projects. 

   Processes adhere always to all kinds of daily doings or activities within any organization. In fact, originally the process concept just denotes any kind of 
activity or operation. Structural questions of business processes have become an interesting management issue in order to increase effectiveness and efficiency 
of the business operations. In some cases, however, there has been a danger that structural aspects, e.g. management systems (like ISMS) and formal process 
diagrams, were harmfully over-emphasized in process management.  

Due to its business significance, process management is a comprehensive business management issue by its basic nature. Today, however, truly effective 
and efficient process management implies a radical change to the established management thinking and structures in many organizations. 

   In integrating IS practices, it is extremely important to understand IS issues in the context of business processes. This is because, in practice 
(operationally), IS originates from processes. That is based on the fact that all process-activities are nowadays very strongly information-intensive, and 
information flows between these activities and between different performers and even between distant operational locations. Thus, IS is affected directly in 
real time through process arrangements, tools, technical systems, and people in practical work and how these are managed by appropriate and systematic 
practices. 

   Process approach was used already in ancient plant and construction activities. The concept is often referred to in cases of natural development. Through 
industrialization processes became an everyday concept in so called process industry. From 1980's process approach has been used for computers' internal 
activities according to structured analysis and design technique (SADT) and later in connection with service oriented architectures (SOA). However, in a large 
scale business process approach has been used comprehensively for the benefits of business management only for less than twenty years, and during that time 
a lot of practical means have been developed for that purpose. In these approaches, especially learning from system theory and system dynamics was used. To 
the quality management standards ISO 9000, process concept was introduced in the 1990's, and later just in very recent years the methodology came to the 
ISM standards from the ISO 9000 standards. 

   Process management  implies how strategic and operational business objectives are realized through business processes by using PDCA (Plan - Do - 
Check - Act) principle. The operations are managed by feedback through measurements. There are in fact three PDCA loops (figure 3) for a comprehensive 
process management: 

a) the loop (red) of control and corrective actions 
b) the loop (green) of prevention 
c) the loop (brown) of real improvements through innovative re-designing and re-engineering of process(es). 
 



 
  

 
Figure 3. PDCA loops in business process management 

Both the whole process network (the business system) and individual business processes are being managed according to this systematic model. 
Management of the comprehensive process network includes normal responsibilities of the business management, e.g. using business plans, action plans, 
business performance assessments, and regular business audits and reviews. It is essential, that the business system is understood here especially as a network 
of business processes and not only as functional units (organizational "silos"). The scope of managing individual processes consists of process planning, 
control of the operation, performance improvement, and quality assurance. Bases for a process management are the process plan, process performance 
assessment, and monitoring process performance indicators. IS aspects should be included in these activities if an organization really considers them 
significant from the business point of view. 

   In order to take IS issues into account, one should understand which phenomena within single business processes and between different processes are 
critical from the IS point of view. Technical information systems are parts of the operational business processes. After that one may be able to define suitable 
performance indicators and set quantitative target values for IS according to the relevant needs and expectations. A key management issue is to monitor these 
indicators in a real time and to initiate - as needed - necessary measures for correction, prevention, or improvement of performance just according to the PDCA 
model. From the ISM standards one may find general guidance for defining ISM means to be applied within business processes. 

   Also IS performance should be considered both from strategic and operational point of view. Strategic performance management of processes consists of 
an organization's vision- and strategy-based measures and evaluations of the overall process performance. Needs of operational process performance measures 
for daily management are focused on diagnostics and analysis for corrective and preventive actions. 
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